Workplace privacy is a matter of concern for many employees. New technology in work organizations has increased the information that organizations can obtain about job applicants and incumbent employees. For example, AUTHORS' NOTE: Correspondence concerning this article should be addressed to Jeffrey M. Stanton, School of Information Studies, Syracuse University, Syracuse, NY 13244. E-mail nearly three quarters of major U.S. companies responding to a survey administered by the American Management Association (2000) said that they record and review employees' telephone calls, e-mail messages, and Internet activities. Growth in testing areas of personality, honesty, and drug use, and the ease with which personal background information can be obtained by organizations, also appear to potentially threaten workers'privacy (Bylinsky, 1991; Culnan, 1993; Smith, 1993; Vest, Vest, Perry, & O'Brien, 1995) . These practices increasingly affect a wide variety of workers, including professionals and managers. Research and legal analyses have also suggested that workplace privacy violations potentially have a disparate influence on minorities because of the potentially discriminatory uses of personal data collected by organizations (Borg, 2000; Rector, 2001) .
Both employees and job applicants increasingly use e-mail, Web pages, and messaging as important means of exchanging information with others both inside and outside of their organizations (Stanton, 1998 (Stanton, , 1999 (Stanton, , 2002 . When organizations monitor these communications, a variety of repercussions has ensued. In a survey of 1,493 organizations, the Society for Human Resources Management (SHRM) (1991) found that 48.8% of organizations had handled at least one employee complaint concerning an organizational invasion of privacy. Greene (1998) reported that employees in some organizations were fired for "Internet addiction" detected by monitoring Internet activity. Sipior and Ward (1995) found that in some cases, e-mail monitoring raised conflicts with employees' privacy rights.
This entanglement of organizational monitoring practices and employee rights has received considerable research attention in the social science literature. Much of the prior research on monitoring, however, has focused specifically on electronic performance monitoring of specific work tasks (e.g., Stanton & Barnes-Farrell, 1996) . A recent review (Stanton, 2000) concluded that much of the research on monitoring during the 1980s and 1990s focused on measuring readily quantifiable clerical work using theories such as social facilitation to explain the effects of electronic monitoring on task performance and related variables (e.g., Aiello & Kolb, 1995; Aiello & Svec, 1993) . In contrast, monitoring e-mail and Internet usage apparently taps into a broader range of work-related activities (e.g., personal networking and support seeking), many of which do not directly relate to task performance. As Greenhaus, Parasuraman, and Wormley (1990) suggested, minority workers' access to and control over these nontask activities may have important effects on their job evaluations and career prospects.
Thus, when the focus of the organizational practice shifts from monitoring of performance to the monitoring of communication, new theoretical perspectives might be needed to guide research. For example, a perspective that focuses on the privacy of communications and the connections between privacy concerns and unfair employment practices may be more appropriate than one that focuses primarily on task performance. For this reason, the present research used a theoretical model of privacy to investigate the impact of monitoring practices on beliefs and perceptions about employment processes. Specifically, we focused on the relations between monitoring, privacy, and discrimination by exploring the extent to which organizational policies on monitoring electronic communications affected professional Blacks' perceptions of the attractiveness of an organization and the degree to which they believed monitoring was connected with potential discriminatory employment practices.
THEORY DEVELOPMENT AND HYPOTHESES
E. F. Stone and D. L. Stone (1990) originally described a model of organizational privacy that focused on motivation and behaviors that protected workers' privacy. Later, they supplemented their work to account for different stakeholder positions and orientations within organizations (D. L. Stone & Stone-Romero, 1998) . This multiple stakeholder model simultaneously represents the possibly conflicting positions of organizations, individual workers, and other parties outside of organizations (e.g., insurance providers and government regulators). With respect to individual workers, there are three relevant elements in the model: personal values, strategies for information control, and outcomes of those strategies.
The first element of the D. L. Stone and Stone-Romero (1998) model asserts that personal values about workplace privacy held by workers are shaped primarily by societal norms. D. L. Stone and Stone-Romero described four particular types of prevalent norms that are relevant to workplace privacy: (a) norms about the types of data collected, (b) norms about freedom from organizational control, (c) norms about redemption (i.e., the ability to overcome one's past mistakes), and (d) norms about social justice. D. L. Stone and Stone-Romero suggested that U.S. workers hold normative beliefs that all workplace data collected about them should be directly related to job performance, that workers should be free from excessive organizational control, that mechanisms should exist for overcoming past mistakes affecting employment status, and that organizational policies toward workers should be socially just (i.e., promoting fair and consistent treatment of all individuals). Although it was difficult to locate national normative data with direct applicability to professional Blacks such as those sampled in the present study, large-scale U.S. surveys of Black attitudes suggest widespread and Stanton, Lin / EMPLOYMENT DISCRIMINATION FOR AFRICAN AMERICANS 259 persistent support for the social justice norm (e.g., Schuman, Steeh, & Bobo, 1985, p. 154) . Likewise, Banks's (1996, pp. 179-195 ) account of Black faculty members in higher education and Gandy's (1989) study of information technology and social control also support the relevance of the norm of freedom from organizational control to Black professionals. Thus, we believed it likely that Black professionals widely held normative beliefs similar to those described by D. L. Stone and Stone-Romero (1998) in at least two of the four areas.
The latter two elements of D. L. Stone and Stone-Romero's (1998) model describe strategies used by individuals to control how much information they provide to the organization and the outcomes of those strategies. A primary strategy for privacy maintenance indicated by the model involves selective withholding of information about the self. Job incumbents have a repertoire of strategies such as erecting physical barriers between themselves and others, refusing to provide information that is perceived as optional, and providing distorted or partial information in response to organizational information requests. Job applicants, however, have a somewhat different repertoire given that their acceptance as candidates for employment may depend on the disclosure of accurate and extensive information about themselves. For example, one workable strategy of information control from the applicant's point of view is to withhold all personal information by simply withdrawing from the application process (Stanton & Weiss, 2000) . D. L. Stone and Bowden (1989) documented the use of this strategy in their exploration of drug testing policies. Their research showed that those with negative attitudes toward a fictional organization's drug testing policy were less likely to accept a job offer from that organization than those with more positive attitudes were.
From these findings, we extrapolated that job applicants might also be less likely to accept a job offer from an organization with adverse privacy policies. More specifically, using D. L. Stone and Stone-Romero's (1998) assertions about the normative value of social justice, we considered the possibility that applicants would perceive that bias or discrimination could be facilitated through monitoring electronic communications. Prior research on privacy in the job application process (e.g., D. L. Stone & E. F. Stone, 1987) has revealed that information on an applicant's race can adversely affect the perceived potential success of an applicant. Gandy's (1993) analysis of national survey results also indicated that Blacks had greater suspicion toward business organizations with respect to privacy issues than other groups did and that Blacks preferred employers to be more limited in the kinds of personal information that they collect about job applicants than other groups did. Several critical reviews of job application forms showing the typical presence of several inappropriate and/or illegal information requests support the veracity of these concerns (Burrington, 1982; Pace & Schoenfeldt, 1977; Vodanovich & Lowe, 1992) . Additionally, several legal cases in recent years have shown that organizational monitoring and surveillance have resulted in a number of claims of age, gender, and racial discrimination in U.S. workplaces (Buchanan & Ingersoll, 2001; "Casino Accused," 2001; Holland & Hart, 2000; "New EEOC," 2001; Rodier, 2000) . In a similar fashion to inappropriate application forms, monitoring of applicant and/or employee communications could easily provide extensive information that is unrelated to an applicant's merit or an employee's performance. As these legal cases show, such information could potentially be used unfairly in an employment process. Thus, we expected that applicants would construe unfavorable privacy policies as a possible basis of discrimination in the workplace.
Hypothesis 1. An organization with a policy of monitoring electronic communications would be seen as potentially more discriminatory against racial minorities than an organization without these policies.
To extend this line of reasoning further, we examined research supporting the idea that individuals are more attracted to organizations that appeared to be aligned with their own personal beliefs and values. For example, an organization's policies on diversity (Thomas & Wise, 1999; Williams & Bauer, 1994) , the degree to which decision making is decentralized (Turban & Keon, 1993) , the environmental "friendliness" of an organization (Bauer & AimanSmith, 1996) , and the organization's reputation for socially responsible activities (Turban & Greening, 1997) all have been shown to influence the degree of applicant attraction to an organization. Although many different theories have been used to frame the research on applicant attraction, the research is consistent with person-organization fit theories of organizational attraction such as that of Chatman (1989) and Chatman and her colleagues (O'Reilly, Chatman, & Caldwell, 1991) . Person-organization fit theories also connect racial identity to both organizational attractiveness (Thomas & Wise, 1999) and organizational membership choices (Chavous, 2000) . For the purposes of the present research, the important idea behind these theories is that organizational policies are a visible manifestation of an organization's values that may affect the attitudes and behavior of potential job recruits.
Theory about privacy in organizations and the person-organization fit perspective can be combined to predict the likely impact of organizational monitoring policies on recruiting diverse candidates. Theories of person-organization fit suggest that, from the perspective of a potential job applicant, an organization with policies that conflict with the applicant's personal values and beliefs would be seen as a less attractive place to take a job. With respect to privacy,
D. L. Stone and Stone-Romero (1998) asserted that these personal values and beliefs tend to originate in widely held privacy norms such as freedom from organizational control. Relatedly, research by Teboul (1994 Teboul ( , 1995 Teboul ( , 1997 Teboul ( , 1999 on the organizational entry processes of new minority hires indicated that information access and control influenced the socialization of new hires into the new work environment. Combining these theoretical perspectives and empirical findings, we expected respondents to view an organization with adverse privacy policies as a less attractive place to work than an organization without those policies.
Hypothesis 2. An organization with a policy of monitoring electronic communications would be seen as less attractive as a place of employment by Blacks than an organization without those policies.
Because there has been a widespread concern over the security of Internetrelated communications and transactions (Hoffman, Novak, & Peralta, 1999; Lawton, 1998; Rubin & Geer, 1998) , the present study was also designed to explore the influence of Internet-related technologies over the flow and control of personal information. Although Greene (1998) , Sipior and Ward (1995) , and Hale (1998) have investigated organizational uses of the Internet to handle employee communications or information, no prior research exists on job applicants' impressions of organizations in which the use of the Internet and the organization's privacy policies potentially collide with one another. Thus, we investigated whether using the Internet to process job applications in combination with adverse privacy policies might negatively influence organizational attractiveness. This hypothesis was exploratory in that we did not have an a priori prediction as to whether the effect would be additive or multiplicative.
Hypothesis 3. An organizational policy that calls for monitoring electronic communications will combine with the use of an Internet-based application process to create the least favorable impression of an organization.
METHOD PARTICIPANTS
A census was conducted on 2,470 technical professionals (defined as individuals with completed technical or engineering, math, applied science, and computer science degrees working in a technical or engineering field) who were members of a Black professional organization. Of the 2,470 mailed study packets, 623 questionnaires (25%) were returned, and 600 of these contained usable responses to our study. This response rate compared favorably with other research that used mail administration of paper and pencil survey instruments without incentives provided directly to participants (Roth & BeVier, 1998) . Additionally, a representative of the sponsoring organization conducted a comparison of demographic information from survey respondents with the overall membership that did not detect response bias on the basis of gender, χ 2 (1) = 3.7, n.s., or education level (B.A., M.A., Ph.D.), χ 2 (2) = 2.7, n.s. The response rate on the present instrument was better than that obtained by previous research on similar populations (e.g., Highhouse, Stierwalt, Bachiochi, Elder, & Fisher, 1999; King & Miles, 1992) .
The final sample comprised 61% males and 39% females. Average age was 34 years, average organizational tenure was 6.7 years, and average tenure in current job was 3.7 years. The majority of respondents reported employment in private industry (60%), but a substantial proportion were also employed in government (20%) or the military (9%). Respondents' primary job functions included engineering and design (32%), management (19%), research and development (6%), and consulting (6%). Of particular relevance to the present study, 90% of the sample held undergraduate or advanced degrees in math or engineering and thus could be expected to have an understanding of the technical feasibility of monitoring electronic communications using the Internet. Although ethnicity was not requested on the survey instrument, a representative of the professional organization reported that over 99% of the members were Blacks. Although previous research into the work-related perceptions of minorities has suffered from small sample sizes (Cox, 1990) , the large cell sizes in our experimental design (n = 134 to n = 172) provided substantial statistical power. A chi-square analysis of cell sizes revealed no differences in the response rate between the different conditions of the design, χ 2 (1) = 0.03, n.s.
PROCEDURE
Members of the professional organization received a mail survey of employment recruiting and retention that also contained a brief, 2 × 2 between-subjects experiment on organizational attractiveness. Four different versions of the survey were randomly distributed throughout the mailing list, thus ensuring random assignment of respondents to the different conditions of the study. Survey instruments were mailed to participants at work or home, together with a cover letter, instructions, and a postage-paid return envelope. As an incentive to improve the response rate, participants were informed that a donation of $5.00 would be given to a Black college scholarship fund for each survey returned.
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EXPERIMENTAL SCENARIO AND MANIPULATION
The experimental scenario used in the present research was modeled after one that was used successfully in a previous study by Highhouse et al. (1999) . The scenario consisted of a simulated job advertisement modeled on actual advertisements appearing in the classified advertisement section of a large urban newspaper. A fictional company (Huron Corporation) sought an engineering consultant with responsibilities similar to many in the respondent population. The company was portrayed as a "world leader in the manufacture and distribution of engineered components," and the job offered "competitive salary and comprehensive benefits" and "ample opportunity for career advancement." In short, we attempted to portray both the firm and the job as at least moderately attractive to a sizable proportion of respondents. The description was intentionally general so as to appeal to the widest variety of respondents. This portion of the job description was held constant throughout conditions. Although the presentation of a transparently hypothetical employment scenario clearly differs from the normal job-seeking situation, many studies have productively used this paradigm to explore the attitudes and beliefs, including those related to employment discrimination, of workers (e.g., Costello, 1979; Perkins, Thomas, & Taylor, 2000) .
The experimental scenarios (see the appendix) were framed to manipulate publicly stated organizational policies governing privacy of electronic communications on the job. Statements containing the experimental manipulations followed this description. The monitoring manipulation began with the base phrase, "Privacy statement: Huron Corporation protects employees and applicants. . . ." Two levels of monitoring of electronic communication were manipulated through inclusion of the tag line "by not monitoring any electronic communications" (no monitoring condition) or alternatively by including the tag line "by monitoring all electronic communications" (monitoring condition). Two levels of application procedure were manipulated through inclusion of either the phrase "Submit your credentials via the World Wide Web at http://www.huronjob.com/applicants" (Internet-based application procedure) or the phrase "Fax your credentials to (918) 555-3465" (faxbased application procedure). In all cases, the job advertisement contained the statement "Huron is an affirmative action employer" to establish the baseline orientation of the fictional organization toward minority job candidates.
MEASURES
Four items adapted from Turban and Keon (1993) formed a scale of organizational attractiveness. An example item was "I would be interested in 264 JOURNAL OF BLACK PSYCHOLOGY / AUGUST 2003 working for Huron." Participants responded to these items on a 5-point Likert-type scale with anchors ranging from strongly disagree to strongly agree. The Cronbach's alpha internal reliability estimate for this scale was .84. Turban and Keon (1993) reported correlations between this scale and two other organizational variables that were consistent with the definition of the construct. Highhouse et al. (1999) also used this scale with a sample of Black professionals and found additional correlative evidence supportive of the scale's validity for making inferences about organizational attractiveness.
Two items adapted from Highhouse et al. (1999) were used to assess perceived potential for discrimination against minorities. The first item was reverse coded and read, "I imagine Huron is a good place for minorities to work." The second item read, "I suspect Huron discriminates against minorities." Participants responded to both items on a 5-point Likert-type scale with anchors ranging from strongly disagree to strongly agree. The two items were correlated, r = -.24, p < .001. This correlation was not large enough to warrant summing the two items into a single scale, so we analyzed the items separately below (referring to them as positive minority workplace and discrimination measures). Although multi-item scales are preferable to singleitem measures, Wanous, Reichers, and Hudy (1997) conducted an analysis suggesting that one-item measures can perform satisfactorily as a general measure of a construct. In addition, these two items had means near the center points of their scales, adequate variability, and no substantial distortions from normality, so we proceeded to include them in our analyses.
RESULTS
Means, standard deviations, and correlations among study variables appear in Table 1 . All three dependent variables had substantial variability and used the full range of available scale points. The discrimination item correlated r = -.24, p < .01, with organizational attractiveness. Organizational attractiveness and the positive minority workplace item were also correlated, r = .46, p < .01. Assessing a partial correlation with the effect of the manipulations removed, these correlations remained essentially unchanged. These correlations support the basic validity of the measures in that a positive association would be expected between organizational attractiveness and a positive minority workplace, whereas perceptions of possible discrimination would be expected to relate negatively to both measures. Given that the dependent variables were correlated, however, we also screened a multivariate model using MANOVA to ensure that the correlations between Stanton, Lin / EMPLOYMENT DISCRIMINATION FOR AFRICAN AMERICANS 265 dependent variables did not adversely influence interpretation of the results. The three omnibus tests were statistically significant: F(3, 582) = 2.87, p < .05, Wilks's Λ = .985 (monitoring factor); F(3, 582) = 2.85, p < .05, Wilks's Λ = .986 (technology factor); and F(3, 582) = 2.73, p < .05, Wilks's Λ = .986 (interaction). For all three dependent variables, the pattern of significant MANOVA effects was identical to the univariate tests reported below, and the respective F-values differed by 0.5 or less. Thus, for ease of description and interpretation, we have reported univariate ANOVA tests below.
MANIPULATION CHECKS
After completing the component items of the dependent measures, participants responded on a 5-point Likert-type scale to a manipulation check item that queried the degree to which they felt Huron would respect their privacy. Individuals in the monitoring condition (M = 2.76, SD = 1.02) reported a lower degree of belief that Huron would protect their privacy than individuals in the no monitoring condition did (M = 3.35, SD = 0.86). This difference was statistically significant, t(598) = 7.64, p < .001, and suggested that the manipulation of stated privacy policy was successful.
We conducted analyses to ensure that the manipulations did not appear different to various subgroups of the sample. The job advertisement appeared to have been successful in appearing equally attractive to a broad variety of respondents because no statistically significant differences in attractiveness were detected between respondents who occupied different job specialties, Gender is coded as 1 = male, 2 = female. Attraction, positive minority workplace, and discrimination are measured on 5-point Likert-type scales. n = 576 to n = 600 using pairwise deletion. *p < .01.
F(10, 563) = 1.02, n.s., or between respondents who worked in different industries, F(6, 572) = 1.19, n.s. Likewise, no statistically significant differences in perceived potential for discrimination were detected between respondents in different job specialties, F(10, 563) = 1.05, n.s., or between respondents in different industries, F(6, 571) = 1.44, n.s.
HYPOTHESIS TESTS
We conducted two 2 × 2 ANOVAs assessing our predictions for Hypothesis 1. For the positive minority workplace item, there was no significant interaction term, F(1, 587) = 0.33, n.s. A main effect appeared for the monitoring factor, F(1, 587) = 10.04, p < .01, η 2 = .02. The pattern of means indicated that Huron was more often perceived as a positive workplace for minorities (M = 3.11) in the version of the scenario in which the company did not monitor employees' communications than in the version in which the company did monitor employee communications (M = 2.94). This result supported Hypothesis 1. There was no statistically significant main effect for the Internet/fax factor, F(1, 587) = 2.05, n.s.
For the discrimination item, a significant interaction term appeared, F(1, 596) = 5.68, p < .05, η 2 = .01. The pattern of means was disordinal, with the highest degree of potential discrimination perceived when Huron monitored electronic communications and used an Internet application procedure (M = 2.99) and the lowest discrimination perceived when Huron did not monitor electronic communications but still used an Internet application procedure (M = 2.77). In contrast, the means for the two fax-based conditions were similar to one another and fell between the two Internet values (no monitoring/ fax, M = 2.91; monitoring/fax, M = 2.86). No main effects appeared for either factor. These results provided some additional support for Hypothesis 1 in that a scenario with monitoring was seen as more discriminatory than one without, and for Hypothesis 3 in that the combination of monitoring and Internet-based application procedures was seen as having the most discriminatory potential.
To assess Hypothesis 2, we conducted a 2 × 2 ANOVA assessing the effect of the two manipulations on organizational attractiveness. There was no significant interaction term, F(1, 587) = 0.10, n.s. Nine cases were identified and dropped as extreme multivariate outliers using a visual inspection of Cook's distance values to identify cases that had undue influence on the ANOVA tests (Darlington, 1990) . A main effect appeared for the monitoring factor, F(1, 587) = 9.57, p < .01, η 2 = .02. The pattern of means indicated that the versions of the scenario in which the fictional company did monitor employee communications were less attractive (M = 3.12) than the versions of the scenario Stanton, Lin / EMPLOYMENT DISCRIMINATION FOR AFRICAN AMERICANS 267 in which the company did not monitor employee communications (M = 3.33). Likewise, a main effect appeared for the Internet factor, F(1, 587) = 4.21, p < .05, η 2 = .01. The pattern of means indicated that the versions of the scenario in which applicants submitted credentials via the Internet were less attractive (M = 3.17) than the versions of the scenario in which applicants submitted credentials via fax (M = 3.29).
These results supported Hypothesis 2. Additionally, the least attractive scenario (M = 3.09) was the one in which the fictional company monitored employee communications and required submission of credentials by the Internet. Post hoc Tukey tests indicated that this group mean significantly differed from the mean of the no monitoring/fax submission group (M = 3.35); this was the same pattern that emerged for the positive minority workplace item. These results did not provide strong support for Hypothesis 3, however, because the absence of a significant interaction term suggested that the use of the Internet for the submission of credentials simply added to respondents' concerns about monitoring.
DISCUSSION
Depending on the state of the economy and the nature of their businesses, many organizations face difficult challenges in recruiting and retaining professional employees. For organizations with strong affirmative action goals, these difficulties are exacerbated when considering the recruiting and retention of Black professionals. The results of the present study suggest that organizational policies pertaining to the privacy of employee communications are salient to Black professionals. When organizational policies fail to protect employees' and applicants' privacy, the organization may be perceived as a less attractive option for future employment. In light of the extent to which many large organizations have adopted networked computers and the means to monitor their usage, these findings draw attention to the importance of careful design of organizational policies for technology use and privacy protection.
The study provided an opportunity to test aspects of D. L. Stone and Stone-Romero's (1998) multiple stakeholder model of organizational privacy. First, the results for two measures of perceived potential for discrimination accorded with the model's prediction that norms about social justice might provide the basis for privacy concerns. Respondents reported greater perceived potential for discrimination in an organization that failed to strongly protect employees'privacy. This finding also sheds light on Gandy's (1993) report concerning Blacks' normatively higher suspicion than Whites 268 JOURNAL OF BLACK PSYCHOLOGY / AUGUST 2003 of businesses and the ways that businesses do or do not protect privacy. An organization that fails to protect its employees' privacy may misuse the additional information obtained, in some cases by discriminating against individuals on bases other than those related to job performance. Our results for the measure of organizational attractiveness also supported our synthesis of D. L. Stone and Stone-Romero's model with organizational fit theory. Respondents were more attracted to organizations that did not use monitoring or monitoring in combination with Internet-based application procedures. These results also suggest awareness on the part of our respondents that weak organizational efforts to protect applicant privacy may imply the possibility of unfairness in related employment processes.
The negative correlation between organizational attractiveness and discrimination along with the support for Hypothesis 1 both suggested that racial discrimination was an important concern of these respondents and that this concern may have influenced, at least indirectly, respondents' beliefs about the importance of privacy in the workplace. An interaction for the discrimination measure and the patterns of means on the other measures suggested that the monitoring of communications together with Internet application procedures generate the worst impressions of organizational privacy policies. These findings may stem, in part, from a general perception that Internet-based communications make privacy breaches both easier and more common (Hoffman et al., 1999; Lawton, 1998; Rubin & Geer, 1998) . We also speculate, based on the findings of other research literature on monitoring and surveillance (e.g., DeTienne, 1993; Stanton & Weiss, 2000) , that adverse organizational privacy policies evoke issues of powerlessness with respect to workers' relationships with the organization. Stated policies that apparently diminish workers' privacy rights may suggest the possibility of the inappropriate exercise of power in other areas of labor relations as well. We recommend that organizations clearly explain to applicants and incumbent employees why communications monitoring is necessary as well as why specific protections are in use to ensure that the records from monitoring e-mails and Internet usage reach only their intended audience.
Although we found several statistically significant results, in some cases the means for different conditions were not far apart from one another. We believe that this resulted from the intentional subtlety with which we phrased the manipulations. Although the rule of thumb in experimentation is to try to obtain the largest possible effect size, unobtrusive manipulations were necessary in the present study for the following reasons. First, in reality, organizational descriptions are often worded euphemistically. For example, a company run by rational individuals would never publicly claim to violate their employees' privacy. Instead, tactfully worded disclosures similar to the one used in this study would more likely be seen in company policy statements. Although a more strongly worded manipulation might have substantially increased the effect sizes observed, we felt that an unrealistically salient policy statement would have jeopardized the external validity of our study. By documenting the existence of nonrandom effects, we have substantiated the idea that respondents' concerns for privacy do exist. We suggest that the many documented problems resulting from organizational breaches of privacy and public concerns about the Internet's adverse affects on privacy are more suitable indices of the importance of our study than the effect sizes.
LIMITATIONS
We note that the use of an engineering sample suggests the possibility that these respondents had a greater understanding of electronic communications than workers at large would. This understanding might idiosyncratically influence suspicion of online application procedures. For example, some technically savvy professionals might have specific knowledge of monitoring and surveillance technology that either heightened or diminished their privacy concerns, depending on their assessment of the technology's reliability and usefulness. Second, because the respondents were only hypothetically in the position of applicants, they may not have given full weight to the importance of different privacy policies and application procedures. Individuals whose personal and applicant information actually had to travel over the Internet may have had stronger feelings about these issues. Likewise, individuals whose success in the application process was on the line would probably have much higher concerns about the misuse of job-irrelevant data. Third, because our measurement strategy was constrained to single items and a short scale, it is possible that scale reliability and validity problems interfered with the interpretation of our results. Finally, the present study did not ask respondents what types of information (if any) they feared would be intercepted by monitoring, nor did the study ascertain whether their past employment history was a motivating factor in wanting to protect their privacy. Qualitative research such as interviews or focus groups might provide a useful strategy for exploring these two types of questions.
CONCLUSION
Although the present study does indicate the likely impact of privacy policies on organizational attractiveness to potential job recruits, it does not shed much light on the appropriate balance of organizational policy and business necessity. For example, technical professionals working in defense or other 270 JOURNAL OF BLACK PSYCHOLOGY / AUGUST 2003 classified work settings might believe that the necessity of monitoring electronic communications outweighs any concerns about individual privacy rights. Future research in this area should provide a stronger prescriptive basis on which organizations can shape their privacy policies. Businesses have a legitimate interest in protecting their assets (e.g., intellectual property) such that the monitoring of e-mail and other electronic communications makes sense under some circumstances. Monitoring may even help to reduce the possibility of harassment or hostile workplace problems in some cases. The balancing act is to temper business necessity against the rights, needs, and preferences of employees. Despite the potential benefits of monitoring in terms of protecting trade secrets and controlling legal liability, organizations may wish to carefully control and audit e-mail and Internet monitoring procedures if employees find these techniques highly undesirable or potentially discriminatory. Technical and administrative features that prevent information from being seen by inappropriate audiences, being tampered with, or being misused in employment decisions can help to allay employees' concerns that monitoring and surveillance will be used unfairly.
Future research can also explore the particular concerns that applicants and employees have with respect to protection of their personal communications and how those concerns can best be met. In particular, additional studies should directly assess the other normative beliefs of D. L. Stone and StoneRomero's (1998) model: norms about the types of data collected and norms about redemption (i.e., the ability to overcome one's past mistakes). Both types of norms may be relevant in the context of contemporary employment issues.
APPENDIX Text of Simulated Job Advertisement
Engineering Consultant
Huron Corporation is a world leader in the manufacture and distribution of engineered components and systems for industry. We are currently seeking an entry-level engineering consultant. Responsibilities include:
• Direct strategic and operational planning in our many subsidiaries • Implementing quality improvements in design and manufacturing processes • Providing technical application and support to internal and external customers
We offer a competitive salary and comprehensive benefits. There is ample opportunity for career advancement. Huron is an affirmative action employer.
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